“Children and young people need to be empowered to keep themselves safe
— this isn’t about a top-down approach. Children will be children - pushing
boundaries and taking risks. At a public swimming pool we have gates, put
up signs, have lifeguards and shallow ends, but we also teach children how
to swim .....”

... Just like in the offline world, no amount of effort to reduce potential risks
to children will eliminate those risks completely. We cannot make the
internet completely safe. Because of this, we must build children’s resilience
to the material to which they may be exposed so that they have the
confidence and skills to navigate these new media waters more safely.”

Safer Children in a Digital World | swear we won't forget what
Report of the Byron Review you look like if you stop
Executive Summary posting selfies on
March 2008 Facebook every

second.
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1.The first selfie was taken in: ‘) X e
a) 2001 b) 1985 c) 1863 ?.‘n”‘!

2. The average age most parents talk to their children about online safety is:

2

a) 6 b) 9 c) 12
3. 88% of images that go onto social media will end up on other websites without us
realising?

True or false

4.1in5 11 to 15 year old girls in Northamptonshire have had nudes shared or passed
around without consent.

True or false

5. On Instagram young people use the acronym ‘tbh’ what does ‘tbh’ stand for?
a) To be heard b) To be honest c) To be hated

6. According to young people when is the best time to put a selfie on Instagram to get
optimum likes?
a) 8am b) 1pm c) 6.30pm
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The reality..........

77% of children in

Northamptonshire have no limits on

the internet at home

Social media is having a
massive impact on children’s
friendships and mental health.

A third of parents would like
more information

1lin4 primary children have seen
something online that has upset them

70% of parents don't have a say in

the apps their son or daughter
download.

88% of young people in this
county do not feel at risk online

1in 5 primary aged children
say someone has been rude or
horrible to them online.

1in 2 children aged 5 - 11 in every
classroom in Northamptonshire
would go and meet someone they
met on the internet.
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https://www.google.co.uk/url?url=https://play.google.com/store/apps/details%3Fid%3Dcom.snapchat.android%26hl%3Den_GB&rct=j&frm=1&q=&esrc=s&sa=U&ei=Z-kkVYafHZXgariwgeAG&ved=0CBYQ9QEwAA&usg=AFQjCNGRRdmpOdTqB4x0GZ6TilIwW9wJCA
https://www.google.co.uk/url?url=https://play.google.com/store/apps/details%3Fid%3Dcom.snapchat.android%26hl%3Den_GB&rct=j&frm=1&q=&esrc=s&sa=U&ei=Z-kkVYafHZXgariwgeAG&ved=0CBYQ9QEwAA&usg=AFQjCNGRRdmpOdTqB4x0GZ6TilIwW9wJCA
http://www.google.co.uk/url?url=http://quib.ly/what-is/omegle/&rct=j&frm=1&q=&esrc=s&sa=U&ei=VeskVYTXGNfgaubpgKgM&ved=0CCwQ9QEwCw&usg=AFQjCNFbppfiwWQgWI96c46_d4DTZsz4aA
http://www.google.co.uk/url?url=http://quib.ly/what-is/omegle/&rct=j&frm=1&q=&esrc=s&sa=U&ei=VeskVYTXGNfgaubpgKgM&ved=0CCwQ9QEwCw&usg=AFQjCNFbppfiwWQgWI96c46_d4DTZsz4aA
https://www.google.co.uk/url?url=https://twitter.com/oovoo&rct=j&frm=1&q=&esrc=s&sa=U&ei=ieskVaaxFIrnaMeqgvAE&ved=0CBgQ9QEwAQ&usg=AFQjCNFoARLn-q9_J9XoRWEc6acMjM2Vhg
https://www.google.co.uk/url?url=https://twitter.com/oovoo&rct=j&frm=1&q=&esrc=s&sa=U&ei=ieskVaaxFIrnaMeqgvAE&ved=0CBgQ9QEwAQ&usg=AFQjCNFoARLn-q9_J9XoRWEc6acMjM2Vhg
https://www.google.co.uk/url?url=https://play.google.com/store/apps/details%3Fid%3Dcom.whatsapp&rct=j&frm=1&q=&esrc=s&sa=U&ei=4pBPVdbzJIjA7AbvxoGgCA&ved=0CBYQ9QEwAA&usg=AFQjCNEIacFDE9dHwUAKph_KSKEKO36GdQ
https://www.google.co.uk/url?url=https://play.google.com/store/apps/details%3Fid%3Dcom.whatsapp&rct=j&frm=1&q=&esrc=s&sa=U&ei=4pBPVdbzJIjA7AbvxoGgCA&ved=0CBYQ9QEwAA&usg=AFQjCNEIacFDE9dHwUAKph_KSKEKO36GdQ

Instagram, Musically and Twitter i
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Grooming can take, minutes, hours, days or months.

Scatter gun approach.

ldentify and exploit the victims vulnerabilities.

Online the offender feels invisible; this invisibility leads to increased courage.
Dissociative anonymity

The offender becomes the person the victim is looking for......

The offender isolates the victim.

Then increases his control of the victim and the victim does not really realise
it.

Blackmail/Threats to disclose personal information and pictures on social
networks.
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ways to keep safe......
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http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjLt6Plk4TLAhWFRhQKHZFpCxEQjRwIBw&url=http%3A%2F%2Fthe-burninators-spotit.googlecode.com%2Fsvn%2Ftrunk%2FSpotIt%2FSpotItGame%2FImages%2F&bvm=bv.114733917,d.d24&psig=AFQjCNH7KiY9p3uALOVINR-YiNta2deYMA&ust=1455982541273844
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjLt6Plk4TLAhWFRhQKHZFpCxEQjRwIBw&url=http%3A%2F%2Fthe-burninators-spotit.googlecode.com%2Fsvn%2Ftrunk%2FSpotIt%2FSpotItGame%2FImages%2F&bvm=bv.114733917,d.d24&psig=AFQjCNH7KiY9p3uALOVINR-YiNta2deYMA&ust=1455982541273844
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwig8uWGlITLAhXIPhQKHQx0AmcQjRwIBw&url=https%3A%2F%2Fwww.starpoker.in%2Fvip-club%2Fvip-rewards.html&psig=AFQjCNGYKUtrSmdC9AfXTIoOT_8gAcrP-w&ust=1455982582210789
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwig8uWGlITLAhXIPhQKHQx0AmcQjRwIBw&url=https%3A%2F%2Fwww.starpoker.in%2Fvip-club%2Fvip-rewards.html&psig=AFQjCNGYKUtrSmdC9AfXTIoOT_8gAcrP-w&ust=1455982582210789
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjB2-OtlITLAhUDPhQKHQUbDGwQjRwIBw&url=http%3A%2F%2Fwww.radleys.walsall.sch.uk%2Fchildren%2Fadvice-and-support-1%2Fstranger-danger&bvm=bv.114733917,d.d24&psig=AFQjCNHo4a_m7QC0huBXcIc9DyCGoJxlUQ&ust=1455982693352890
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjB2-OtlITLAhUDPhQKHQUbDGwQjRwIBw&url=http%3A%2F%2Fwww.radleys.walsall.sch.uk%2Fchildren%2Fadvice-and-support-1%2Fstranger-danger&bvm=bv.114733917,d.d24&psig=AFQjCNHo4a_m7QC0huBXcIc9DyCGoJxlUQ&ust=1455982693352890
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiMg77clITLAhWCuRQKHa3PB60QjRwIBw&url=http%3A%2F%2Fwww.clipartpanda.com%2Fcategories%2Fclock-clip-art&bvm=bv.114733917,d.d24&psig=AFQjCNG8CZorjj2hQE_gVC3_uuhc0EXc-Q&ust=1455982793842319
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiMg77clITLAhWCuRQKHa3PB60QjRwIBw&url=http%3A%2F%2Fwww.clipartpanda.com%2Fcategories%2Fclock-clip-art&bvm=bv.114733917,d.d24&psig=AFQjCNG8CZorjj2hQE_gVC3_uuhc0EXc-Q&ust=1455982793842319
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi0j7malYTLAhVMvxQKHVXICsUQjRwIBw&url=http%3A%2F%2Fwww.wired.co.uk%2Fnews%2Farchive%2F2013-05%2F28%2Fpassword-cracking&psig=AFQjCNEYsrGnIY8_PcnD68lnMIoRRpJqOg&ust=1455982922701346
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi0j7malYTLAhVMvxQKHVXICsUQjRwIBw&url=http%3A%2F%2Fwww.wired.co.uk%2Fnews%2Farchive%2F2013-05%2F28%2Fpassword-cracking&psig=AFQjCNEYsrGnIY8_PcnD68lnMIoRRpJqOg&ust=1455982922701346
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjb38C-loTLAhWEUhQKHWO6AeAQjRwIBw&url=http%3A%2F%2Fwww.identity-theft-scout.com%2Fcomputer-hacking.html&bvm=bv.114733917,d.d24&psig=AFQjCNHNGBpD25gsptB5GILN0_pnBr4XmA&ust=1455983267761567
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjb38C-loTLAhWEUhQKHWO6AeAQjRwIBw&url=http%3A%2F%2Fwww.identity-theft-scout.com%2Fcomputer-hacking.html&bvm=bv.114733917,d.d24&psig=AFQjCNHNGBpD25gsptB5GILN0_pnBr4XmA&ust=1455983267761567

WWW BApprocch

To an extent, it does not matter
where young people go online
always remember the basics. We
don’t talk to strangers and we
do not give out personal
information!
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Questions

Twitter: NCCcybersafe ,



http://www.google.co.uk/url?url=http://www.eci.com/cloudforum/cloud-provider-questions.html&rct=j&frm=1&q=&esrc=s&sa=U&ei=FUE1VImUI8yf7gbBzYGoBw&ved=0CCwQ9QEwCw&usg=AFQjCNEB5Cfg5JX9rfrQnYNjD-wyiaecTQ
http://www.google.co.uk/url?url=http://www.eci.com/cloudforum/cloud-provider-questions.html&rct=j&frm=1&q=&esrc=s&sa=U&ei=FUE1VImUI8yf7gbBzYGoBw&ved=0CCwQ9QEwCw&usg=AFQjCNEB5Cfg5JX9rfrQnYNjD-wyiaecTQ
https://www.google.co.uk/url?url=https://twitter.com/twitter&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CBYQwW4wAGoVChMIxviB8v3iyAIVxBc-Ch26kwD3&usg=AFQjCNF6weEcDhCr6U1kreeke-FWtVFiLA
https://www.google.co.uk/url?url=https://twitter.com/twitter&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CBYQwW4wAGoVChMIxviB8v3iyAIVxBc-Ch26kwD3&usg=AFQjCNF6weEcDhCr6U1kreeke-FWtVFiLA

e Think U know RGSOUFGGS

* SWGFL Resources
eParent Zone —scroll to the bottom of the page link to
parenting magazine
*Infernet Matters
e Childnet International — resources
e NCC e-safety go/search ]t
and 29 |ink

Parent booklet
e Youtube for kids app
*Swiggle — search engine
e Google game console then parental controls UK e.g.
Playstation + parental controls UK
e UK Safer Internet Centre
Share Aware — Net Aware
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